
Advanced Consulting Workshop 
 
 
Overview 
 
This consulting workshop will maximize your investment in 
VMware virtual infrastructure by helping generate awareness 
of security best practices and develop staff skills on manag-
ing security. 
 
Key Benefits 
 
• Obtain best practices of managing security with respect 

to VMware virtual infrastructure 
• Utilize VMware and open source tools to tighten security 

of virtual machines 
• Leverage deep consulting experience 
 
Deliverables 
 
• Present an interactive proof of concept workshop to 

facilitate knowledge transfer on security monitoring and 
protection methodology and best practices with respect 
to VMware ESX Server and virtual machines 

• Conduct security review (up to 1 host and 2 VMs) 
 
Target Audience 
 
• Architects and administrators currently using VMware 

ESX Server 
 
Note: this workshop is intended for existing VMware 
customers running VMware ESX Server for at least 3 
months 

 
Roles and Responsibilities 
 
• W&G Senior Consultant – Conducts Workshop 
• Project Manager – Plans and coordinates all IT func-

tions involving VMware use 
• Systems Administrators – Responsible for server hard-

ware, storage, and networking 
• Server Administrators – Responsible for OS and applica-

tions 
 
 
 

 
 
 
Requirements 
 
• Existing VMware Virtual Infrastructure environment in-

cluding VMware ESX Server 
• Administrator (root) access to VMware installations 
• Customer-provided conference room with projector and 

networked desktops/laptops running minimum Win 2000 
 
Pricing 
 
• $6,000 + travel and incidental costs 
• Up to 2 Days Onsite 
• Limit 5 Participants 

 
 

W O R K S H O P  A G E N D A 
 

Offsite 
 
• Pre-workshop call/discussion to introduce key participants, verify 

hardware and software specifications, review current environment and 
logistics, and discuss high level security requirements, objectives and 
preparation  

 
Onsite 
 
• Workshop kick-off meeting 
• Overview of VMware virtual infrastructure security management meth-

odology 
• Overview of key security areas and security policies with respect to 

virtual infrastructure 
• Overview of security monitoring and intrusion tools 
• Gather security metrics of an ESX Server host and two virtual machines 
• Review and analyze configurations of an ESX Server host 
• Review and analyze configurations and resource allocations of two 

virtual machines 
• Proof of concept: use Snort and Nssus 
• Proof of concept: use sample security scripts 
• Wrap up and next steps 
• Questions and issues follow-up 

FOR MORE INFORMATION PLEASE CONTACT WILLIAMS & GARCIA AT: 
j u m p s t a r t @ w i l l i a m s g a r c i a . c o m  

Williams & Garcia, LLC. www.williamsgarcia.com 
© 2005 Williams & Garcia, LLC.  All rights reserved.  VMware and the VMware boxes 
logo are trademarks of VMware, Inc.  All other marks and names mentioned herin may 
be trademarks of their respective companies. 

VMWARE SECURITY MANAGEMENT 

I N F R A S T R U C T U R E  C O N S U L T I N G  S E R V I C E S  

W&G warrants that it will perform these workshop services in a reasonable manner using generally accepted industry standards and practices. THE 
EXPRESS WARRANTY SET FORTH ABOVE IS IN LIEU OF ALL OTHER WARRANTIES, EXPRESS, IMPLIED, STATUTORY OROTHERWISE WITH RESPECT TO 
THE SERVICES AND DELIVERABLES PROVIDED BY W&G, OR AS TO THE RESULTS WHICH MAY BE OBTAINED THEREFROM, AND W&G DISCLAIMS ALL 
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR APARTICULAR PURPOSE. W&G WILL NOT BE LIABLE FOR ANY THIRD-PARTY 
SERVICES OR PRODUCTS IDENTIFIED OR REFERRED TO CUSTOMER BY W&G. W&G WILL NOT BE LIABLE FOR ANY LOST PROFITS OR BUSINESS 
OPPORTUNITIES, LOSS OF USE,BUSINESS INTERRUPTION, LOSS OF DATA, OR ANY OTHER INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL 
DAMAGES ARISING UNDER THIS AGREEMENT UNDER ANY THEORY OF LIABILITY, WHETHER BASED IN CONTRACT, TORT, NEGLIGENCE, PRODUCTLI-
ABILITY OR OTHERWISE, REGARDLESS OF WHETHER W&G HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. W&G’S AGGREGATE 
LIABILITY UNDER THIS AGREEMENT WILL NOT, IN ANY EVENT, EXCEED THE FEES PAID BY CUSTOMER TOW&G UNDER THIS AGREEMENT. All 
materials provided under this workshop are copyrighted by W&G ("Workshop Materials"). W&G grants the customer of this workshop a license to 
use and make reasonable internal company copies of any Workshop Materials strictly for the purpose of facilitating such company's understanding, 
utilization and operation of its licensed VMware product(s). Except as set forth expressly in the sentence above, there is no transfer of any 
intellectual property rights or any other license granted under the terms of this workshop. 


